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Abstract: Encrypted database scheme about outsourced data confidentiality and user privacy was
researched, and a scheme of multi-layer nested database encryption for multiple users was
proposed. A data encryption scheme was also proposed based on onion model to perform nested
encryption on outsourced data by applying multi-layer theory with a variety of data encryption
algorithms to guarantee data confidentiality and to work with SQL queries in different types.
Meanwhile, user privacy protection scheme was proposed based on single server private
information retrieval (PIR ) to enable users to send SQL queries with sensitive data and protect the
privacy of users when accessing the database, realizing user anonymous query. The security
analysis results show that the scheme protects data confidentiality and user privacy. An evaluation
result tested with a benchmark tool Sysbench demonstrates its well query processing efficiency,
throughput and robustness.
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B A8 %3z 3, i Gen, Enc, Dec = > 1k
YL

1) Gen:EFAHH pk = (n,g) , HH' n=pg,
ged(pg,(p-1)(g-1)) =1, AWk geZ,,

A 2 _1
FE =1cm(P—1,q—1),M:(Mj N

n
modn , fH 2T sk = (A,u).

2) Enc: XTI m<n, &FF—1reZ, it
BN ¢ =g"-r"modn’.

3) Dec: XT3 e <n®, AN

= c¢*modn® -1 o L(c*modn®)

n L(g"modn®)
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Fig. 1 OPE tree example
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protocol, OTP) [ — A~ FEA N A, — i () FA AT 15
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Fig. 2 System architecture diagram
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Fig. 3 Architecture diagram of encrypting and storing
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Query( psd, ¢;; EDB) = (Query. (psd, ¢,),
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3) PS 42U g, , ] psd it i MK, I8 ¢,
HE N g PS X R4 A T BAE B 4 fb Ak B
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NI R K 2 5 AR A5 4 %
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5) PS s A G A 45 SR A T A 2 15 2
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APP - S.

6) APP - S iR [ A if]45 545 APP - C.

insert F/E 5 % FUERAETC S B2 N2 =X
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X R RI AT o7 24 M 4E. update W) 43 15 i
M5 1 Bl B E S E R E B ER . ID =3,
Y insert —35; 55 2 B RIEIA S A (E AT
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MM, 2w, P 1E APP - C G x, B If
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Fig. 4 Performance comparison between our scheme and original database
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