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Anomaly Detection of Network Traffic Based on Flow Time
Influence Domain

XU Jiu-qiang, ZHOU Yang-yang, WANG Jin-fa, ZHAO Hai
(School of Computer Science & Engineering, Northeastern University, Shenyang 110169, China. Corresponding
author; WANG Jin-fa, E-mail: jinfa. wong@ gamil. com)

Abstract; Aiming at improving the accuracy rate of anomaly network traffic detection, a network
traffic detection model was proposed based on the time influence domain( TID) of network flow. By
analyzing the changes of average degree of traffic network model under the normal and abnormal
conditions, an anomaly detection algorithm of network traffic based on the average degree metric of
complex network was developed to detect the abnormal traffic. Experimental results show that based
on the flow time influence domain, the anomaly detection model of traffic network can reasonably
describe the inter-dependency relationship between network traffic. The proposed method has a
better detection performance, meanwhile only three network features, i.e. timestamp, source IP
and destination IP, are needed to implement the above model. Detection efficiency is better than
other methods. The method proposed meets most network types and has a better ubiquity.

Key words: network traffic; anomaly detection; flow time influence domain; traffic network
model ; network average degree
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Fig. 1 An example for TID network model in time-window ¢
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Fig. 2 Distribution of abnormal traffic characteristics based on chronological order

(a) = A AL RIS Uit s (b) —i HATEGHT 5 (o) — I UG

BT UL Bl AL, 2 A S E AT ORI 23
o 0 274 A (949 U BE oA e AR AR A, DRI A AR
e JEE 3 A1 e o B S R 288 47 D T AT Y. 2R K
Zorf T R RE B A I IR < k> E LANF

X1 TRy EMZh Y sy, B4R
Wk FROAZT K WY JE.

EX 2 MR TE R 2% o e 35 i
(Y BESR PSS R, RTAR 2 28 9P 28 <k >

1 N
= — N 1
<k > N’z:;k, (1)

7 TID 45 fE AL v, 2 R AC B AR K Bl
A 1R L7 3 S AR I, SL R 45 4T M S ST H
PRI AP ) 245 - 89 B85 3 AR A e o W B s 1120 IR
WA AR , DR 0k 4 5 50 000 205 SRl o A
[ AELAST , AT A AT [ B Sk AT BB A 5 B T B
FEARSC A SRR AR A0 R 5
1, D.(t,U)<n; 2)
0, HoAth,
He.D, (1, U) N i-Aw 3] (i +1)- Aw RAFERT I
TH TID [ 28 A5 1) (9 2657 35 FEE 5 ol 4684 b
(1 TR 245 7350 8 b 25 5 0 7~ T2 R A 1 11 5% 3 1 it
TF1) B T i S ) 445 N ) B 5 1 R IR BE B 1T
XTI P49 ST [) 32 T Ayl S D) 245 s ) g
LI ST MRS SRR D h )
TID ¥ 48 452 1Y 1) I 268 ~F- 15 JBE 110 O 22 B axk m B, A

V(Ui) =

SRR B 1K IO A s [) B3 kg S B B (A ERLAEL,
AR S 3 0 H A 5 TR 4% A S A ot
FINZRARAS ) AR SO w i TID 9 45 455 750 (1 1)
BVIEEYIE o bR | L N2 5 X B AE X
[N SR S VA O W (= T 52 W S |
Zrnl 1%, WAE n BTEAR

n=p+L-o. (3)

3 SREERI

3.1 LIEHIEE
ASCA R AR R e S S
) RS I L STARE Y I 45 i o, SR B 3 M 5 4%
50,0 AR 28 RR X AR R BN 5 W R
BB RhA g 1, % 2 PR
®1 BPFRN&HEESS

Table 1 The characteristics of the botnet scene
Y5 IRC SPAM CF PS DDoS US

1 H I J 7o A H
2 [ o g H J g
3 H p 7c 7 H H

. IRC ( IRC botnet) Jg % F IRC B8 2 il 1 {8 7 % 45
SPAM i 3K MR {4 ; CF( click fraud ) 2 s 5 #VE ; PS (port scan) A
¥ T4 3t ; DDoS & 4 A X 30 48 iR 55 2 5 US ( compiled and
controlled by us) A X & B AR R I 1T 45,

®2 EBFMEZERESERD
Table 2 Labeling of botnet scene

e Bt SEAT R IE & i

i, &7 /% i H/% B &7 /%
1 3895 469 94.60 6 466 0.15 33610 7.93
2 6 881228 90.22 383215 5.02 362 594 4.75
3 4535 493 87.54 323 441 6.24 321917 6.21




%14

2GRS R TR R R e 300 W &R O A 29

3.2 XWEERKIFM
3.2.1  SEREHRESS R

AR RFER D Aw =25 min, Jig i [7]
SN E N Ar =75 ms. HHEGS S E, BN
B AT MR BRI, L, ARSI S R
T3« T S UL S 36 RN Ao Y S . 4 A A AN [ ) D)
LT HE IR TID M5BT R4 7 A0 B 75 5L 58
955 155 U S 56 45 L B L i R AR T X TID
Do) £ ALY (14 T PR B0 IE , AN 1 A ] BB ) 5 s
[B) B A 22 . e SE SRR o, R BRLL SrcIP<>DstIP

FILL SrcIP—DstIP 2k 15 i 1 TID [ 48455780 (1% [ 2%
PSR IR R A AR A B BOEAS S AN SR
/NEL SrcIP <> DstIP 24 5 i 1Y TID ¥ £ 45 A4 512

&l 3 RiX 3 D SEgn g R ST e S8
P 2 s} [i) BB F il 48 SR Hor AR R s R B
w,, A T EIRIR K LI A X 7 A B[] 2 Al
FRaRon TID P25 BT (10 ) 45 3725 S8, o il &5 SR 3%
7 AR T i S e SRS I () RT RE Y S A T R s
I Bz

7

(& — T
RS
6 I p R
<o \ A
s 4r O : fﬂ
3 L 1 1 1 L
2 . . . . .
11:02:52 11:05:22 11:07:52 11:10:22 11:12:52 11:15:22
7 - - -
(b) || — BGEW
| —-wEE
6l RN
st { N
Eag ‘ ‘
= s
S 4r O Tl \I_L
31 11
2 ! Al . NI I
12:04:49 12:07:19 12:09:49 12:12:19 12:14:49 12:17:19 12:19:19
7
© —zgw
=
6 r i) S
B st
®
T
247
I N
5 | J
2 . . L . 1 N,
10:23:59 10:26:29 10:28:59 10:31:29 10:33:59 10:36:29
B %]

B3 WHRXBEERRIEXILREUER
Fig. 3 Comparison between attack flow and background flow and detection results
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Table 3 TID detection results for abnormal network time

Y TP TN FP FN ACC/ % PRE /% REC /% F,_./%

1 10 91 4 3 93.52 71.43 76.92 74.07

2 50 61 19 7 82.22 74. 63 87.72 80. 65

3 4 107 3 10 89.52 57.14 28.57 38.09
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Table 4 Experimental comparison results for scenes 2

i TP TN FP FN ACC/% PRE /% REC /% F,_/%
TID 50 61 19 7 82.22 74. 63 87.72 80. 65
T 46 57 26 8 75. 18 63. 89 85.19 73.02
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