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Abstract; A searchable encryption scheme that specifically supports genetic data was proposed to
protect users from privacy risks. The existing searchable encryption schemes only support
keywords search, they cannot be applied to genetic data without keywords. So, a security index
using cryptographic primitives such as suffix trees and pseudo-random functions was constructed to
implement arbitrary substring searches for ciphertext genomic data. The safety proof indicated that
the method satisfies the dynamic adaptive security, and the efficiency is evaluated by both
theoretical analysis and real data. This scheme can perform efficient and safe arbitrary substring
search on genomic data, protect data integrity and privacy and has broad application prospects in
the environment of personalized medical popularization.
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Input; s
Output; T
1 For the s[i---n] es

2 Add character ' $ ' and set num =0

3 Create root node u, = (null,0,0)

4 Set SuffixLink = null

5 Fori=1:n+1 do

6 If p(u)[0] = =s,,set num + +

7 Else create new node u’ and set SuffixLink
8 If u. SuffixLink! =null,
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BiPsS key value

u, F(K,,e) Enc(K,,0,---)
u, F(K, ,"ag") Enc(K,,0,---)
u, F(K,,"c") Enc(K,,6, )
u, F(K,,"g") Enc(K,,1,:--)
s F(K,,"tc $") Enc(K,,5,)
ug F(K,,”$") Enc(K,,7,-+)
u, F(K, ,"agaggtc $") Enc(K,,0,---)
Uy F(K,,"aggtc $") Enc(K,,2,--)
Uy F(K,,"gaggtc $") Enc(K,,1,-)
Uy, F(K,,"ggtc $") Enc(K,,3,-:)
u, F(K,,"gtc $") Enc(K,,4,-)
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u, F(K,,e) Enc(K,,0,--)
u, F(K,,"a") Enc(K,,0,--)
u, F(K,,"c") Enc(K,,6,-)
u, F(K,,"g") Enc(K,,1,--+)
us F(K,,"t") Enc(K,,5,:-)
U F(K,,"$") Enc(K,,7,-:+)
u, F(K, ,"aga") Enc(K,,0, )
U F(K,,"agg") Enc(K,,2,+)
Uy F(K,,"ga") Enc(K,,1,:-)
uy F(K,,"gg") Enc(K,,3,")
u, F(K,,"gt") Enc(K,,4,--)
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