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Abstract: To resist the influence of the malicious attacks and the malfunctions of fault nodes in
wireless sensor networks ( WSNs) on data aggregation, this paper proposes an algorithm of trust-
based secure data aggregation for WSNs. The algorithm is based on multi-layer non-uniform
clustering network topology to achieve secure data aggregation, which can effectively balance the
network energy consumption. The trust evaluation model is established based on the
communication behavior and data correlation among the nodes. The dynamic trust integration
mechanism and update mechanism are introduced to realize the trust evaluation intra-cluster and
inter-cluster. Based on the trust value, a trusted aggregation node is chosen in the cluster to
complete data fusion of trusted nodes. Simulation results show that the algorithm can achieve
accurate and effective trust evaluation, identify internal malicious nodes, and obtain the data
aggregation results with high accuracy.
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Fig. 1 Multi-layer non-uniform clustering topology
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Fig. 2 Process of secure data aggregation within a
cluster

2.2.1  FRNATEZ 2B RLE T R R

A 7 AR A L Sk A S AR
MFAL R R AR il UFEIEEI(E 0, XN
R R RS RS B
FHL

Input: FERfBeFE k15 80 CH X% o5 i {5

LN 455 TD,, , (51T 0,
Output ; A] {55 Bl& 77 15 %51 ADDSensorList[ i ]
if TD,, =0,
add ( ADDSensorList[ i] ) ;
else
add(BlackList[ i ] ) ;
end
2.2.2 ENTERETY SRR RS
5 AT A Rl G 75 R AR S Rl 3 e T £
BT R TR R N T R A AR RO R AT B0
A R4 % vh Al {5 Al A 15 4UF 41 ADDSensorList
[ PR A e 1 v Lo v A5 AT s ATy
RS SRR AT S L AR R N Y
{S1E75 %)% ADDSensorList[ i ] &1k /&
S Tl ORI AR B AT Y R R AR 4y
Pe A5 5 A RS A SR T AR Al
FIE A RO AT A 3 150 S0 2R - 45 AT (R B
R B il G A K, 2 IR AR, AT 19 A A il
BREFRUT .

TD,,
—L N WT, = 1. (11)

ﬁ: TDH,i -
=1

i=

Horp W, SRR R Pl (5705 1 iR A AL  n R
AT R A R
51 R AR AR Y i B R R R

WT. =

i

Horr D, (0) FoR A H I 9 2 S Bm al A 1 45
S W, ACEFEP T A ST RS AT DAL
JEIA N R A  § Z2H R AR TR
2.3 fRiEREETEHIH

1] 22 A e TR 1o W 3K 4 45 = Il
P30 15 1 A TR | SCBRAE Sk A T B 1 AT VA
TRBNE M) AT AT 2. 3 A 3k 3 5 2 A5 4T
PR SR 3K 25 AT 05 AT, A RGP 22
(R TR K1Y A, A BB Rl R

R A 1) 35 A TP 225 SR o o Sk A A T S
FAREI Y SR AR R T 0, B i Sk
5 R T A 0, i B ik A
W ST bRIE ] BE R ST N, 0, N
RN A R X T T B8 A7 3k 15 s AT hae
PIE R iwe a7 S DU FURCIR=1:0) 5 St D =¥ VA
5 RS A 2 1] (G 22 Bk o, S 4 TR
AL .

Input; H:BFBE CH (i) % CH(j) B {5 AE1H
T, (1) fRATE{H 0,

D u)=iwmﬁﬂ (12)



%6

e ERES . A T4 69 WSNs 24438 a4 3k 793

Output : AT E#E L i85 BlackList_CH[ i ]
if T, (1) =0,
Translate to BS;
else
add (BlackList_CH[ i] ) ;

end
3 fiE SR

1 200 79 S REHLER 2 7E 200 m x 200 m (1)
DX IO A SR R AT BRSO T A S A
BEan G Rk R 2 4e i ESdEa G ae ), ik
AR SEI0 PR 85 | B AR SO B0 A28 B 3
{RAERERY (Y 42 2 4048 Al 5.1 iIRTEDA 75 {5 1T
(B Rl 25 SRS B2 | BEFE T T 2F AT XS EL AT, 5K
5 v BT R T R R A AR 1A RS A A AR S
iRTEDA HiLAA[R] BUE R 0. 5.
3.1 FEEELH

A3 BN TE 0 R BT s A T AT PRl T
5 iRTEDA Bk #E17XF He 2B B 1IE 5 1 s e
A R R AR 2 DL IR A AT R BRI T 38
GRS RICYEF AR IEH S
RS EE AN S5 RS IRTEDA Hk PRk 45
XL E 3 fros. I 3 nl, BEE 21T IR
Ha i, ATSDA 545 F1 iRTEDA 5%k P (% 1E % 15
S EEEZ B It s 2R 8] — MR E e,

0.7 =—
0.6 .
o —=— iRTEDA gﬁﬁ? :
Eo0.5 —e— ATSDA R &5
iz —— iRTEDA EE¥ &
0.4 —v— ATSDA EZ&EY

0.1
0 10 20 30 40 50 60 70 80 90 100
BATEY
B3 EETREEETRGMEEXL

Fig. 3 Comparison of trust values of normal
nodes and malicious nodes
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Fig. 4 Comparison of trust values under On-Off attack
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