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Abstract: In order to defend against the DDoS attacks for SDN ( software-defined networking )
controller, this paper proposed an efficient joint detection and defense mechanism. The joint
detection part adopted the combination of improved self-organizing mapping algorithm and
multidimensional conditional entropy algorithm. By combining the two methods, the purpose of
joint detection was achieved. The joint defense part includes a conventional defense module and a
fast defense module, which adopts different defense strategies for different detection results by
adjusting the priority. Extensive experimental results showed that the joint detection mechanism
can achieve a detection rate of 95.2% , and the response time of the joint defense mechanism to
the controller can be reduced by 0. 11 s on average, compared with the single defense mechanism.
Key words: software-defined networking; distributed denial of service attack; improved self-
organizing mapping algorithm; multidimensional conditional entropy algorithm; priority
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Fig. 2 Flow chart of improved self-organizing mapping
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Fig. 3 Flowchart of joint defense mechanism
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