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Abstract; In order to solve the problem of high time-complexity and low efficiency of keyword
search of searchable encryption scheme caused by large security index file in large data set, a
scheme of Boolean symmetric searchable encryption in very-large databases ( BSSEVD) was
proposed. The storage structure of security index was optimized by using three-layer indirect
addressing block storage, and the leakage problem caused by multi keyword Boolean search was
solved by adding keyword intersection security indexes. Based on this scheme, a prototype system
of searchable encryption scheme is designed and implemented, which mainly includes three
modules: file preprocessing module, initialization module and keyword search module. The
performance of the system was analyzed by experiments, and the experimental result showed that
calculation efficiency of the scheme is significantly improved.
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Fig. 1 Model of scheme
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HFA GMM[w].

@R — 1 #t () K/ multi-map 545
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PURF I b5 2 tag,,, 8 RAEA IMM [ v ], i H]
multi-map 115 B 75 N2 A O F o AL
25| IMM, FIEH K, B E 2 RG] IMM, 7R A
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5) W multi-map J1% 835 1% GMM A= 5
RO 235 GMM, A K,

6) A LTERE M)A RG] I, FI2 A iU
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BT A .

01 sample K, ,K2<$—§0,1 bs

02 create a dictionary D, and a multi-map

GMM;
03 forallweW:
04 for all id € I, (w) :tag;,: = Ency (id;
Fpo(id @)

05 Btag,, : =Blockput( (tag) ey »B,0) ;

06 GMM|w]: =Btag,;

07 create a multi-map IMM of size #l(w) ;

08 forall vetl(w) :

09 SI = Intersection( I, (v) , [, (w) ) ;
10 for all id € SI.
tag,,: =Enc, (id;F (id |w));
11 Btag,: = Blockput ( (tagid )idelp(v)ﬂlp(w) >
B,b);
12 IMM[v] . =Btag,;

13 (K, ,IMM,) < Y, it (14, IMM) ;
14 D, w]:=IMM,;
15 (K,.Dy) < Y, Init(1*,D,);

16  (K,,GMM,) « Y o Iit(1°,GMM) ;

17 K= (Kg’Kd,%Km}weW) 5

18 I,=(GMM,,D,);

19 ouput(K,I.).
2.2 SHREMEZE

A A 38 TokenGen ( K, Bw) : U A
B PATIZA D b P g A A R R R A=K
Bw , I 1400 1 A Az iy 4 Wi A= i3 B K, Az Oxt
N AR ARtk BRI BAT LRI

1) b %80 K, 135 GMM, %% K, ,
D, 8% K,,D, ' IMM,, %48 K.

2) fMTAT RS R R IR Bw, Fe i i A G
(conjunctive normal form ,CNF)A, A---AA,. A,
A8 2 O 1 BT B 3K ( disjunctive normal
form ,.DNF)A, =w,, V-V o, .

3) AEMHER A B kBRSNS .

DIKHET o, F @, ,_,: I o, 30
GMM, R4 gtk, ,, /BN o, JTR A D, 8%
Stk IR 0,0 B 0, w5 o, 05
AP0 MM, A Tk, . A )FE R @, 3t
W) A2 AR R A Ak, = (dik, ,, gk,
Tk s TR )

QM A, P EJE — A KRBT o, RN
GMM,, R4 gk, .

@M A, M ERALM Kk = (K, -,
tkl’q_l,gtklyq).

4) AN A, B A, XA R M kK, -
tk, , BARS BRHATINR

OERA, T RET o, A, TRET o, 1)
SRMEA M, AAERA, PR o, 5
A, R EAR R Tk, = (Ttk, -0 Ttk )

@ A, XHET w, 5 A, KIS A
HEEW A 5 A WEEMRLSM « =
(Itk, -, Ik, ), WATFRZ R A, (8R4 L.

5) ¥ A, B A, B RS AR IS R
tk = (tk, -, tk,) , 4.

A JAAE A D A CRS

01 convert K to( K, ,K,, {K,{,.4);

02 convert Bw to(A, A---/A\A,) where for i

ell],
A=(o,,V-Vo,,);

03 for1<is[qg-1]:

04 gtki,i «— 2 w TokenGen (K, ,o, ;) ;
05 dtkii — 2, pxTokenGen(K,,, ;) ;
06 fori+1<j<#A .

Itk <—2 w TokenGen(K,, ,,;);
07 tk, ; = (dtk, gtk ; Itk Stk )

1ii+19

08 gtki.g 2 wuTokenGen(K, o, ) ;

09 tkl =(tk1,1""’tkl,q-l’gtkl,q>;
10 for2<i<landje[q]:
11 for 1<s=<gq;:

Itks.ij < 2 v TokenGen(K,, ,o,,);
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12 Itk ; = (Itk, , -, Ttk ) 5
13 tk, = (Itk, -+, Itk ) 5
14 output tk = (tk,,---,tk,).

2.3 BERHE

BRAE Search (tk, 1) « Ik 55 % AT
. BT A i A R R M kTR A
F| Iy TP RAFAE T I 55 48 i 1Y g SRR
FUE R AR EPAT BRI T

1) T I, 153 B G 72 2K 5| GMM, Ml
KT AL ARG T Dy

2) fRBTA R k15 24— T GEEL A, X
7R 2R 4 k.

3) ARG R tk, R ARG I T AT BGE
A, RSO RR G R, VRN EE — 58 R4S
B PUTIITHAE

DM w, 5w, , ,7E GMM, FHERIF 2
I o,  SCHARIRFTEE S T, U2 A
Dyl w, XN E) IMM, RGN o, Ml o,
5w, HIZHE T,

QM GMM,, 18 R I 73 2 HE AR I o, 1Y SC
PERRATER T,

OHEL T, B T, WIFE ) A, B R
%RI =UicigT

4) A, BNA, XA A, IR R E—
RIMRGEREG R 5 A T XRET o, MA P
KHEF o, B BT FR AT S AR A 5. 0
Fran T #24E

ORIy B PRI A, PO T o,
A, TR o, TR S

QOHHEIFRE R,_ 5 A, P RET o, 4,
HOCHEY o, B RBEFAR R SC B A AR

5) ffa— ARG RES R, HIN L1
RER. i A RER R

BRE A

01 convert I to (GMM;,D;);

02 convert tk to (tk,,--,tk,);

03 Search from I, with A,’s token tk, :

04 convert tk, as tk = (tk,,,---,tk, etk )3

05 forlsis[q-1]:

06 convert tk, ; as (dtk, gtk Itk, -,
Itk, );

07 Btag«— Y. nSearch(GMM gtk ;) ;

08 T, ;< Blockget(Btag) ;

09 IMM;— 3 Search(D,dtk, ;) ;

% 41 &
10 fori+l<sj=gq:
11 Buage— Y Search(IMM,ltk, ) ;
12 T'<—Blockget( Btag) ;
13 T,,=T, \T;

14 Btag«— ( z MMSearch(Gl\/[l\/IE etk )

15 T, ,<Blockget(Btag) ;

16 R =U, T,

17 for2<i<I,

18 create an empty set R, ;

19 convert tk; as (Itk; ,,--+,Itk; ) ;

20 forall je[q]:

21 MM« >, Search(Dg,dtk, ;) ;

22 convert Itk; ; to (Itk, , ;- Ttk ;) ;
23 for 1 =s=gq:

24 Btagez nSearch(IMM Itk ;) 5
25 R'<—Blockget(Btag) ;

26 R,=R,U(R, ,NR');

27 output R,.
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