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Abgtract: The client-to-client password-authenticated key exchange (C2CG PAKE) protocol
enables two clientsfrom different rea msto agree on a shared common sesson key. Describing the
C2C PA KE protocol of Byun2007 , its security isanalyzed and it isfound that the protocol is easy
to suffer the attacks due to password-compromised impersonation and undetected orrline
dictionary. An improved C2C PA KE protocol is therefore proposed to introduce the public key
mechanism into system security to resst those attacks effectively , egpecidly only dx operationa
steps are needed in relevant communication. As shown in security analyss ,the protocol proposed
is available to meet the security requirements.
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