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A Hybrid Feature Selection Algorithm Based on Mutual Information
and Memetic Framework to Optimize Traffic Classification
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Abstract; Under the memetic framework, a new feature selection method combining filter and
wrapper models was proposed. In the hybrid algorithm, classifier accruracy was used as fitness
function to ensure global optimization, while joint mutual information was used as evaluation
indicator to accelerate the process. The experimental results indicated that the proposed method
outperformed the existing methods in computational efficeicecy and number of selected features.
Applying this algorithm to traffic classification resulted in the improved accuracy with fewer
features.
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6:End For
1 *H 3\%&7& 7. Perform evolutionary operators based on
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1 ; Initialize ; Randomly generate an initial population

x,,y)1b

of feature subsets;

2 . While( Stopping conditions are not satisfied)

3. Evaluate all feature subsets encoded in the
population ;

4. For each subset chosen to undergo the local
improvement process;

5 :Perform local search and replace it with locally

improved solution ;

selection , crossover, and mutation ;
8 :End While
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Fig. 1 The binary string representation of chromosome
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Fig. 2 The addition/subtraction operator of
the chromosome
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. Initialize / and w;
:For each chromosome ¢ among the w x P elitists
$Chest = €3
:For each of the I* combinations( k,d)
:Repeat k times of Del operation
:Repeat d times of Add operation;

~N N R W -

: Calculate fitness of improved chromosome c’
using
F(c’) =J(c);
B:If((F(c’) >F(cpy) > eor(1F(c’) - F
(Creg) | <gand Ic’ | <1 cp )
9:c,.y=C";
10 ;break;
11.End If
12.End For
13 :Replace the genotype ¢ with the best improved
Chest 3
14 .End For
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1 :Randomly select two parents p, and p, ;

2 .Randomly generate a number r within[0,1];
3:If(r<c,)//c, denotes the crossover probability
4:k=min( Ip, |, p,1);//Ip | <M,Ip,| <M,
ensure the number of bit ‘1’ in the offspring
does’ t exceed M;

:For(i=1to k)

:Locate the allele L, of the i" bit ‘1’ in p, ;
:Locate the allele L, of the i" bit ‘1’ in p,;

0 N N W

: Crossover p, and p, in positins L, and L, with
probability 0. 5;

9.End For

10:End If

Hik4 AR AR

:For(i=1to lcl)

:Locate the position L, of the i"bit ‘1’ in c;

:Randomly select a bit ‘0’ with position L, ;

B W N =

:Swap positions L, and L, with probability p;
//p denotes the mutation probability
.End For
:For(i=1toM-lcl)
:Randomly flip a bit ‘0’ with probability p;
:End For
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Table 1 Survey of the dataset
UG/ S YIZRIE M4k
Size/GB 2.6 2.8
Flows 10° 10°
TCP/% 63 54
TCP Bytes/% 90.0 91.9
Local IPs 1384 1516
Distant IPs 33.4 29.5
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Table 2 Classification taxonomy

3l FEJF/ PN

WEB HTTP,HTTPS
STREMING PPLive ,PPTV ,HTTP Flv

P2P Bittorrent,eMule , Xunlei

CHAT MSN, QQ,HTTP Chat

MAIL SMTP,POP3 ,HTTP Mail

FTP Ftp — data, Ftp — control

GAMES Counter Strike, WOW , Dota
OTHERS NBS, Attacks
£3 FELLYI
Table 3 Proportion of class %

FAl i A
WEB 49. 16 18. 63
STREMING 5.71 32.39
P2P 36.4 36. 85
CHAT 1.33 0.22
MAIL 1.29 1. 10
FTP 0.13 0.71
GAMES 0.06 0.02
OTHERS 5.92 10. 03
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Fig. 3 The ralationship between classification
accuracy and evolution generation
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Table 4 Experimental results
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